Using Wireshark with MS/TP

Using Wireshark for MS/TP

Problems are sometimes not obvious and you will want to see what is
actually going out over the network. Most people are already with using
Wireshark to capture network traffic on Ethernet, but you can also use
Wireshark to analyze data captured on MS/TP. The capture is not live like it
is for Ethernet, but analysis with Wireshark can be very helpful.

Control Solutions has created an MS/TP data capture utility that works in
conjunction with the MTX002 MS/TP to USB adapter. This is not a generic
RS-485 adapter. The MTX002 is an intelligent device that is itself an MS/TP
device. A special driver has been included in the data capture utility to
recognize MS/TP packets sent via USB by the MTX002.

Start by downloading and installing the USB driver for the MTX002. Do not
plug in the MTX002 until you have installed the correct USB driver. The
driver installation package is found on the product page for the MTX002 at
csimn.com.

Download the MS/TP packet capture utiility from the Tool Links page at
csimn.com. To run the capture utility, start by putting the MTX002 in pass-
through mode. Refer to your PC's device manager to see where the MTX002
was installed, and refer to that COM port in the passthru command. Select
the baud rate that matches your network.
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c:wmstpcaprpassthrun COM3 38400

USB Adapter going into pass—through mode.
Dizconnect and reconnect to USHB port to exit pass—through mode.

tsmstpocapr

Now run mstpcap referring to the COM port that the MTX002 is on. Type
Ctrl-C to stop capture.
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c:wmstpcaprpassthrun COM3 38400

5B Adapter going into pass—through mode.
Dizconnect and reconnect to USHB port to exit pass—through mode.

smstpecaprmstpeap COM3
Adjusted interface name to “S.SCOM3
metpcap: Using SS.5C0M3 for capture at 38488 hps.
stpcap: saving capture to mstp_20168228895521 .cap
A8 packets

When capture is stopped, you will get the capture summary that looks
something like the illustration below. Note the file hame that starts with
"mstp_" and ends with .cap. Find this file and double click it (assuming you
have Wireshark installed on your PC).
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c:wmstpcaprpassthrun COM3 38400

USB Adapter going into pass—through mode.
Dizconnect and reconnect to USHB port to exit pass—through mode.

smstpecaprmstpeap COM3
Adjusted interface name to “S.SCOM3
metpcap: Using SS.5C0M3 for capture at 38488 hps.

I saving capture to mstp_201689286895521 .cap

2000 packets
MAC MaxMstr» Tokens Retries Treply Tusage Trpfim Tder
21 a L21 a 28 a a a
22 26 L21 a 16 32 a 32
7 127 L21 a 16 39 a a

tsmstpcapr

Double clicking the .cap file created will automatically open it in Wireshark
and display packets as illustrated below.

Ml rmatp 20160528055521.cap  [Wireshark 1122 (v1.12.2-0-gB898fa22 from master-1.12)] [ | D S

Bile' Edit View Go Capture Analyze Statistics Telephony Tools [ntemals Help

©e 4m BRE e TR Qaa |l @nsk B
Filter: ¥ | Expfession...
Ne. Time Source Destination Pratocol Length Info
1 0.000000 Oxlb Ox15 BaCnet 8 BACner MS,/TP Token
2 0.000000 Ox15 Ox16 BACTIET & Bacnet MS/TP Token
3 0. 000000 Oxl6 Ox1b BACNET E BACNET MS/TP Token
4 0.000000 Ox1b Ox16 BACHET - 23 confirmed- -REQ readeraperty[ 83] a=1a1og \a'lue 1 present-value
5 0.000000 _0x16 NI BAcret- 20 Complex-ACk __readpropercyl §8] analog-value.i present-value _
& 0. 000000 Oxlb Dx36 BACNeT & BACneT MS,/TP P0]1 For Master
7 0.000000 Oxlb Ox15 BACnetr & paCnet Ms/TP Token
8 0.000000 Ox15 Ox16 BACnet & BaCnet MS/TP Token

9 0.000000 Ox16 Ox1b BACNeT 8 BACnet M5/TP Token -

H Frame 5: 29 bytes on wire (232 bits), 29 bytes captured (232 bits)
# BACNET MS/TP, Src (22), Dst (27), BACMET Data Not Expecting Reply
# Building automation and Control Network NPDU
Building automation and Control Network aPDU
0011 .... = APDU Type: Complex-ack (3)
. 0000 = PDU Flags: Ox00
Invoke ID: 88
service Choice: readProperty (12)
1 ObjectIdentifier: analog-value, 1
W Praperty Identifier: present-value (85

® {[3]

# present-value: 44,.910000 (rReal)

# 3]
0000 55 Tf 06 1b 16 00 13 81 01 00 30 58 Oc Oc 00 80 U....... ..0OX...
0010 00 01 19 55 3e 44 42 33 a3 d7 3f dc do ... UDB3 .. 7.

t)?’fm;cmumupmnpanmwmmﬁnxmm Packets: 2033 - Displayed: 2033 .. | Profile: Default

If mstpcap says it saved a file but you cannot find it, check to see that
mstpcap.exe is not blocked. It will appear to run but not be allowed to save
a file on your PC if blocked. Click Unblock if necessary.
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General | Compatibility | Securty | Detais | Previous Versions |
. ! mstpcap .exe

Type of file:  Application | exe)

Descrption:  mstpcap exe

Location: C:mstpcap
Size: 14.5 KB {14 848 bytes)
Size ondisk: 16.0 KB {16,384 bytes)

Created: Friday, February 12, 2010, 5:07:16 AM
Modified: Today, September 28, 2016, 12 minutes ago
Accessed: Friday, February 12, 2010, 5:07:16 AM

Atributes: ] Readonly ] Hidden

Security: Thiz file came from another

b ket Unblock
compiter and might be blocked to ==

0K || Gancel |[ fopy |
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